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1 DETAILED ACTION 

2 

3 This action is in response to the communication filed on 07/01/2005 

4 

5 All objections and rejections not set forth below have been withdrawn. 

6 

7 

8 Claim Rejections - 35 USC §112 

9 

10 The following is a quotation of the second paragraph of 35 U.S.C. 112: 

1 1 The specification shall conclude with one or more claims particularly pointing out and distinctly 

1 2 claiming the subject matter which the applicant regards as his invention. 

13 

14 Claims 10 - 13 are rejected under 35 U.S.C. 112, second paragraph, as 

15 being indefinite for failing to particularly point out and distinctly claim the subject 

1 6 matter which applicant regards as the invention. 

17 

18 Claim 10 recites the limitation "environmental compressor" in line 4. There is 

19 insufficient antecedent basis for this limitation in the claim. For the purposes of 

20 examination it will be presumed that the applicant means: "environmental sensor". 
21 

22 Claim 1 1 recites the limitation "merges the compressed data streams output by 

23 the compressors" in lines 5 and 6. There is insufficient antecedent basis for this 

24 limitation in the claim. There is no prior mention of "the compressors". Furthermore, 
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1 there is no prior mention of "the compressed data streams" that are output by "the 

2 compressors". For the purposes of examination it will be presumed that the applicant 

3 means: "merges compressed data streams output by the compressor and the additional 

4 compressor for each of the one or more additional environmental sensors". 
5 

6 Claim 12 recites the limitation "to the received data" in line 2. There is insufficient 

7 antecedent basis for this limitation in the claim. A random number generator that 

8 "receives data", as claimed in claim 10, does not adequately provide antecedent basis 

9 for "the received data" as claimed. For the purposes of examination it will be presumed 
1 0 that the applicant means: "to received data". 

11 



1 2 Claim 1 3 is rejected by virtue of its dependency. 

13 

14 

15 Claim Rejections -35 USC §103 

16 

17 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

18 obviousness rejections set forth in this Office action: 

19 (a) A patent may not be obtained though the invention is not identically disclosed or described as set 

20 forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 

2 1 the prior art are such that the subject matter as a whole would have been obvious at the time the 

22 invention was made to a person having ordinary skill in the art to which said subject matter pertains. 

23 Patentability shall not be negatived by the manner in which the invention was made. 
24 

25 Claims 10 - 13 are rejected under 35 U.S.C. 103(a) as being unpatentable 



26 over Eastlake et aL, "Randomness Recommendations for Security", RFC 1750 in 
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1 view of Saints et al., "Method and Apparatus for Generating Random Numbers 

2 From a Communication Signal", U.S. Patent 6,430,170. 

3 



4 Regarding claim 10, Eastlake et al. discloses: 

5 an environmental sensor that generates digitally encoded sensor values 

6 (Eastlake et al., page 10, sect. 5); 

7 a compressor that receives the digitally encoded sensor values generated by the 



8 environmental compressor and compresses the received digitally encoded sensor 

9 values to generate a compressed data stream (Eastlake et al., pages 10-14, sect. 5.2). 

10 Eastlake et al. discloses that longer input bit streams should be mapped to shorter input 

1 1 bit streams, thus generating "quality" random data. Such compression is the function of 

12 a "compressor". 

13 a random number generator that receives data from the compressed data stream 

14 and outputs random numbers (Eastlake et al M page 14, sect. 6; page 19, sections 6.3. 

15 and 6.3.1). Eastlake et al. discloses a random number generator that mixes random 

16 data from a plurality of sources and outputs a random number. This provides an 

17 "unguessable" random number. Furthermore, Eastlake et al. discloses that such 

18 "unguessable" random numbers (strong random seeds) are further used to generate 

19 sequences of strong random numbers for input into a random number generator. 

20 Eastlake et al. discloses recommended random number generation techniques, 

21 including the collecting of "quality" random numbers by gathering and de-skewing input 

22 bit streams. After obtaining such "random input from a large number of uncorrected 
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1 sources" the gathered random numbers should then be mixed together to generate a 

2 better random number. Eastlake et al. discloses that the collection of random bit 

3 streams is not instantaneous, but rather, takes time (Eastlake et al., page 10, sect. 5.1) 

4 Eastlake et al., however, does not disclose a method of determining when enough 

5 random input has been gathered so as to generate a better random number. 

6 Specifically, Eastlake et al. does not disclose a monitor that receives the compressed 

7 data stream and monitors the compressed data stream to determine whether or not 

8 sufficient data has been received in the compressed data stream to generate a next 

9 random number; and a blocking switch controlled by the monitor to block output of a 

1 0 next random number by the random number generator when sufficient data to generate 

1 1 the next random number has not been received in the compressed data stream to 

1 2 generate a next random number. 

13 Saints et al. similarly discloses the generation of random numbers via the 

14 gathering and mixing of a plurality of random inputs. Furthermore, Saints et al. 

15 discloses a method of determining when enough random input has been gathered so as 

16 to generate a random number. Saints et al. discloses a "pool" or storage of random 

17 input data. The method of Saints et al. discloses a "monitor" that extracts a random 

18 number from the mixing of random input data in the pool "as soon as the pool is filled". 

19 Furthermore, the method of Saints et al. discloses a "blocking switch" that prevents the 

20 pool from being "considered ready for use" for generating a random number until the 

21 pool is filled (Saints et al., col. 9, lines 30-59). 
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1 It would have been obvious to one of ordinary skill in the art to combine the 

2 method of Saints et al. (for providing a monitor to monitor the collection of random data 

3 and a blocking switch to prevent random number generation until sufficient random data 

4 has been collected) with the recommended methods of Eastlake et al. This would have 

5 been obvious because one of ordinary skill in the art would have been motivated to 

6 generate a "quality" random number by preventing ("blocking") a system from 

7 generating a random number if an insufficient amount time has passed for the gathering 

8 of random input data in order to generate such a "quality" number. 
9 



1 0 Regarding claim 1 1 , the combination of Eastlake et al. and Saints et al. 

11 discloses: 

12 one or more additional environmental sensors (Eastlake et al., pages 7-10; page 

13 14, sect. 6). Eastlake discloses a plurality of usable environmental sensors and 

14 discloses a method of mixing together the random input gathered by such sensors. 

15 an additional compressor for each of the one or more additional environmental 



16 sensors (Eastlake et al., pages 10-14, sect. 5.2; sect. 5.3.1; page 19, sect. 6.2). 

17 Eastlake discloses that each of the gathered random inputs should be compressed so 

18 as to generate "quality random data". An example is given of a gathered audio bit 

19 stream which is first compressed before it is deemed to be "quality random data". 

20 and a merging component that merges the compressed data streams output by 

21 the compressors to produce a merged, compressed data stream that is output to the 
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1 monitor and random number generator (Eastlake et al., page 14, sect. 6; page 19, 

2 sections 6.3. and 6.3.1). 
3 

4 Regarding claim 12, the combination of Eastlake et al. and Saints et al. 

5 discloses: 

6 wherein the random number generator applies a hash function to the received 

7 data to produce a random number for output by the random number generation device 

8 (Eastlake et al., page 19, sections 6.3. and 6.3.1). 
9 

10 Regarding claim 13, the combination of Eastlake et al. and Saints et al. 

11 discloses: 

1 2 wherein each environmental sensor monitors an environmental parameter, the 

1 3 environmental parameter selected from among environmental parameters including: 

14 temperature; sound; motion; light intensity; and ambient electromagnetic radiation 

15 (Eastlake et al., page 8, section 4.2; page 10, section 5; page 14; section 5.3.1). The 

16 combination of Eastlake et al. and Saints et al. do not disclose that environmental 

17 parameters include light intensity. However, it is obvious that, amongst a multitude of 

18 environmental parameters, light intensity is an environmental parameter. Thus, it is 

19 obvious that light intensity is an environmental parameter included amongst 

20 environmental parameters. 
21 

22 
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1 Response to Arguments 

2 

3 Applicant's arguments with respect to claims 1 - 9 have been considered but are 

4 moot in view of the new ground(s) of rejection. 
5 

6 Conclusion 

7 

8 The prior art made of record and not relied upon is considered pertinent to 

9 applicant's disclosure. 

10 Ellison, Carl, "Cryptographic Random Numbers", IEEE P1363 Appendix E, Draft 

11 version 1.0, 11 November 1995. 

12 Callas, Jon, "Using and Creating Cryptographic-Quality Random Numbers", June 



13 1996, 

14 http://web.archive.Org/web/19970518180734/http://www.merrymeet.com/jon/jon@world 

15 benders.com, accessed on 9/26/2005. 
16 

17 
18 
19 
20 
21 
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1 Applicant's amendment necessitated the new ground(s) of rejection presented in 

2 this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

3 § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 

4 CFR 1.136(a). 

5 A shortened statutory period for reply to this final action is set to expire THREE 

6 MONTHS from the mailing date of this action. In the event a first reply is filed within 

7 TWO MONTHS of the mailing date of this final action and the advisory action is not 

8 mailed until after the end of the THREE-MONTH shortened statutory period, then the 

9 shortened statutory period will expire on the date the advisory action is mailed, and any 

10 extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

1 1 the advisory action. In no event, however, will the statutory period for reply expire later 

1 2 than SIX MONTHS from the date of this final action. 

1 3 Any inquiry concerning this communication or earlier communications from the 

14 examiner should be directed to Jeffery Williams whose telephone number is (571) 272- 

15 7965. The examiner can normally be reached on 8:30-5:00. 

16 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

17 supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 

18 number for the organization where this application or proceeding is assigned is 571- 

19 273-8300. 
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Information regarding the status of an application may be obtained from the 



2 Patent Application Information Retrieval (PAIR) system. Status information for 

3 published applications may be obtained from either Private PAIR or Public PAIR. 

4 Status information for unpublished applications is available through Private PAIR only. 

5 For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

6 you have questions on access to the Private PAIR system, contact the Electronic 

7 Business Center (EBC) at 866-217-9197 (toll-free). 



9 

10 
11 
12 
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